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Measures to secure the right to participate in
the search and seizure of digital evidence
(electronic information)

Lee, In Gon

With the recent development of electronic information and
communication technology, many personal information is digitized and stored,
and its proportion is increasing day by day. We leave digital traces of
location and situation as well as individual conversation through various
applications such as mobile messenger, email, and Google map every day.
The use of digital forensics has also surged in criminal investigations. In the
past decade, the number of digital forensics evidence analyses has increased
more than ten times. Now the use of digital evidence is indispensable in
criminal investigations. On the other hand, however, the possibility of
indiscriminate  collection of non-arguable personal information and
infringement of the right to self-determination in search and seizure has
increased due to the bulk of digital evidence and ease of replication.

Although supplementation is being made through the maintenance of
laws and precedents, the seizure and search regulations alone under the
Criminal Procedure Act, which presupposes existing fluids, still remain
insufficient in the application of seizure and search procedures to digital
evidence. Discussions are urgently needed on reasonable measures to
harmonize the discovery of substantive truths with the protection of basic

rights of suspects and defendants. Therefore, I think various and in-depth
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concerns should be made about the specificity, scope, and method of
execution of digital evidence.

Unlike conventional raids on fluids that mainly occupy (own) the
residence or office of suspected criminals due to social changes, the places
and objects of seizure and search of digital evidence are diversifying. In line
with this trend of change, seizure and search warrants account for most of
the operation and execution of electronic information media occupied and
managed by third parties (Internet service providers, portals, etc.) rather than
electronic information subjects.

In preparation for this reality, a special law was enacted to prescribe
warrant execution procedures for information and communications and
financial transaction information, and the Criminal Procedure Act (hereinafter
referred to as the "Act") also provided a separate rule on the participant
system. In the criminal process of execution of third-party custody of other
electronic information media, there is a need for an alternative method to
adapt to today's reality by institutionalizing general regulations on the

security of warrants, information subjects and agents.

D Lee, In Gon

Information and communication technology, electronic

information media, communication data and financial account
tracking investigation, guarantee of participation, list of

seizures



